Guideline for XML for use in Facility Management

Purpose:

Owners are seeing (or wanting to see) their buildings as being a source of data - in the same way that they use their sales information, manufacturing information, and financial information being used for business intelligence.  They also are seeing their IT networks as being both the backbone for communications and the channel to collect and disseminate all business data.  There is also a movement toward outsourcing and distributing facility management.  Web standards will help enable this process.

Use of industry specific standards (proprietary protocols, BACnet, LonTalk, Modbus, etc.) can work to achieve this - but doing so requires some translation and also has some fairly serious challenges.  Examples of these challenges include security (both encryption and authentication), traversing firewalls, compatibility with databases and business applications, and support by IT staff.  Utilizing common network standards in an open, interoperable method will allow for ready integration of sub-systems and also integration with business systems in a method that can be secure and extensible.  We have already seen this happen in our industry for human readable data with control systems that are using web browsers for user interface.  Defining standards for XML and Web services will allow the same thing to occur for communications between machines.  

Mission of Guideline Committee:

The mission of the CABA XML/Web Services Guideline Committee is to work cooperatively in an open environment to create a non-binding guideline for the use of Internet communications standards such as XML and Web Services for use in broad facility management.  This would include, but not be limited to, control and monitoring of HVAC, Fire Alarm, Security, Card Access, Asset Management, Energy, and other facility related systems and data sources.  The Guideline Committee has the intention of working to complete an initial draft by First Quarter 2004.

The final work of this group will be provided to standards organizations such as ISO, IAI, OASIS, ASHRAE and others for consideration as the basis for a formal international standard.  Members will also be encouraged to utilize the guideline as a recommended de-facto standard.  The intent is to provide an interoperable standard that with limited selections will enable systems to become interoperable.

Data Modeling Group:

The data modeling group will need to determine how you model data that is to be exchanged between two devices or systems.  These data models will need to be applied to a broad variety of facility management devices ranging from HVAC control, lighting, fire alarm, card access, asset management, maintenance management, etc.  Data models will need to be adequately descriptive and provide solutions to use cases that the team identifies.

This team will want to carefully evaluate existing data models from groups such as BACnet, LonMark, DALI, and UPnP and consider utilizing the best attributes of each.  

Examples of attributes of the data model include:

· Data type

· Units

· Name

· Accuracy

· Self documentation

· Etc.

Services Group:

The services group will need to create use cases and proposed services to deal with those functions that go beyond simple exchange of data.  Examples of services include:

· Notification of alarms, diagnostics and events

· Sharing of schedules and calendars

· Exchange of historical information such as trend logs

The services group will need to evaluate existing standards for how they are utilizing similar services.  They will also need to have a close level of cooperation with both the Data Modeling and Management groups to avoid overlap.

Security Group:

One of the challenges with facility data that is located on an enterprise wide intranet or the Internet is that there is wide access to data.  This is a benefit in that it provides a ready availability of data for control and monitoring.  It is also a detriment since it becomes possible for users to intentionally or even inadvertently view or change critical facility information.  The goal for the security group is to define the following:

1) Authentication.  Verify that a user of data is allowed access to perform the requested functions.  Verify that the user is who they say that they are.  

2) Encryption.  Provide a method to prevent malicious users from viewing data as it moves across the  network.  

The security group will need to evaluate existing IP security models, select viable solutions, and define them to be utilized in a secure yet interoperable manner for use in facility management.

Management Group:

There are certain functions that need to be supported to configure, validate, and maintain a network of interconnected devices. Many of these functions are part of standard networking (for example DHCP, DNS, etc.).  Other functions are more specific to facility management and real time control.  Examples of areas to be defined by this group include:

1) Discovery of facility management devices

2) Discovery of available data objects or variables

3) Discovery of supported services

4) Status of a device or sub-system (heartbeat)

5) Device / system backup and restore

